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Integration Overview

2N IP Intercoms can be seamlessly connected directly to all core systems of Genetec™ Security

Center using different protocols.

Description of included hardware, software and licences

2N IP Verso — Main unit with camera

RFID Card Reader 13.56 MHz NFC

Touch display - Phone book, touch keypad for access code entry
2 or 3 Module Frame for surface installation

Firmware version 2.24.1 or higher

License: Enhanced Video License (Please request at integrations@2n.cz)

Integrated Genetec modules that must be installed:

Omnicast
Synergis
Sipelia

Integration scenarios to be shown:

Video calls from 2N IP Intercom to the Security Center
Video streaming to Omnicast

Door control from Security Center

Notifications when a cardholder authenticates

Access and Event logs in Security Center

Contact persons:

Business & Technical questions: integrations@2n.cz
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SIP Call Settings

Genetec Sipelia Settings
Open Config Tool and select the Plugins task.

Favorites and recent items

Then click Plugin g,

The Creating a role: Plugin wizard appears. In the Server drop-down list, select the server that is going to
host the Sipelia Server role. In the Select plugin type field, select Sipelia. Enter the values for Database
server and Database for the Sipelia database or use the default values which are already provided. Click

Next, enter the entity name and description, and then select the desired partition for this role. Click Next


https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337184/1/1517953139824/sipelia_2.PNG
https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337182/1/1517953139839/plus.png
https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337185/1/1517953139816/sipelia_3.PNG
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and check that the information that you have entered is correct. Click Create, and then click Close. Sipelia

appears in the list of Plugin roles. It might take a few minutes for the role to create its database.

To allow Security Center users to communicate with one another using the SIP-related controls in Security
Desk, you must configure a SIP account for each of your users and assign the appropriate privileges. Open

the User Management task.

Options

About

Favorites and recent items

Select a user from the list. Click the VolIP tab to set up this SIP entity as a SIP endpoint. Assign a SIP
extension to your SIP entity in one of the following ways: Click Auto-assign. Auto-assign automatically

assigns the SIP entity the next available phone extension in a given range. As a result, it is the recommended


https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337186/1/1517953139807/sipelia_4.png
https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337187/1/1517953139800/sipelia_5.PNG
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way of assigning a SIP extension to users, ring groups, and SIP intercoms. Simply click this button, choose
an existing range, and then click Apply. Set the following: Record audio and video: Allows you to record
the call sessions that the SIP entity participates in (either caller or recipient of a call). Once recorded,
sessions can later be reviewed and exported through the Call report task. The default value is inherited
from the global recording settings which are found on the Recording page of the Sipelia Plugin role.
Changing this setting at the entity level forces the entity to no longer inherit the value from the global
setting, thus allowing you to turn recording on or off for only specific entities, without affecting all of them.
Click Apply.

& conlig Toul

< W admin

hi

To add a SIP intercom: Open the Plugins task. Select the Sipelia Plugin role. At the bottom of the page,

click Add intercom.



https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337188/1/1517953139792/sipelia_6.PNG
https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337189/1/1517953139785/sipelia_7.png

Integration & Configuration Manual: Genetec Security Center & 2N IP Intercoms

An Axis company

Enter a descriptive name for your SIP intercom, and then click Add. The Logical view task opens, and the
intercom you added appears in the list of entities. Click the VolIP tab to set up this SIP entity as a SIP
endpoint. Assign a SIP extension to your SIP entity in one of the following ways: Click Auto-assign. Auto-
assign automatically assigns the SIP entity the next available phone extension in a given range. As a result,
it is the recommended way of assigning a SIP extension to users, ring groups, and SIP intercoms. Simply
click this button, choose an existing range, and then click Apply. Set the following: Record audio and video:
Allows you to record the call sessions that the SIP entity participates in (either caller or recipient of a call).
Once recorded, sessions can later be reviewed and exported through the Call report task. The default value
is inherited from the global recording settings which are found on the Recording page of the Sipelia Plugin
role. Changing this setting at the entity level forces the entity to no longer inherit the value from the global

setting, thus allowing you to turn recording on or off for only specific entities, without affecting all of them.

Click Apply. Add additional SIP intercoms by repeating the steps above.

To register the intercom to the created extension, open the web interface of the intercom. How to connect
to the web interface is described in the last chapter Configuration. Then go to Service — Phone —SIP 1and

fill Intercom Identity — Authentication — SIP Proxy — SIP Registrar and save settings


https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337190/1/1517953139778/sipelia_8.PNG
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2N Helios P Verso

Services

Intercom Identity ~

Display Name | 2N Helios IP Verso

Phone Number (1D) | 1001

Domain | 1027 559

Test Call

®
0
m
(=
i

Authentication ~

Use Authentication 1D ||

Authentication ID | 1001

Password | sssssess

SIP Proxy ~

Proxy Address | 10.27.55.9

Proxy Port | 5060

SIP Registrar ~

Registration Enabled [/

Registrar Address | 10.27.55.9
Registrar Port | 5060

Registration Expires | 120 ]

Registration State REGISTERED

Failure Reason -

Use the IP address of the Sipelia server. The default password of the extension created in Genetec is
1234.

Then create a contact in the intercom with the number of the Security desk user.

2N IP Verso CZ | EN | DE | FR|IT | ES | RU Log out

3 E-mail

Time Profiles

Virtual Number | gnier one or more user e-mail addresses

Tl to which information on missed or

Holidays successful calls can be sent. The

User Phone Numbers v E-mail addresses can be separated by a
comma or semicolon (e.g.
john.doe@gmail.com, name@gmail.com),

Time Profile ' ©  [not used] v O

Number

2N@ |P Eye Address

Group call to next number

Phone Number

Time Profile @ = [not used] v

2N@ IP Eye Address

And assign it to the main button.


https://wiki.2n.cz/hip/inte/files/latest/en/25337194/25337181/1/1517953139847/hip1.PNG
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2N IP Verso CZ|EN|DE|FR|IT[ES|RU og out
Basic Settings ~

Button Function During Call | Hang Up
Answer Incoming Call by Button | None

Restore Network Settings By Buttons |+
Door

Audio Quick Dial Buttons ~

Main Unit Buttons

1 X Security Desk lzl

Camera

Buttons
Backlight

Digital Inputs

Save

Audio and Video to Omnicast

Scan Device
First, enable parameter RTSP Server Enabled in menu Services / Streaming.

2N Helioz IP Verso CZ|EN|DE|FR
@ Services

Phone

«| RTSP Server Enabled

Streams Settings +
Streaming

Audio Stream Enabled [+
Onv
Onvif Video Stream Enabled [v/

= ET Video Codec | H 264

BEREGA

. Anonymous Access [v]
Mobile Key %

Stream URL | risp//10.27 24.14'554/n264_stream
Automation

_ H.264 Video Parameters ~

HTTP API

Video Resolution | VGA (540x480)

Video Framerate | 15 fps

Video Bitrate | 512 kbps

MPEG4 Video Parameters v
Video Resolution | VGA (840x480)
Video Framerate | 15 fps

Video Bitrate | 512 kbps

MIPEG Video Parameters ~
Video Resolution | SXGA (1280x360)

Video Framerate | 15 fps

Then, enable Onvif and set authorisation data in menu Services / Onvif.


https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335146/1/1516366787372/RTSP.PNG
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n Discovery Mode | Discoverable
m Phone
Streaming D e S
r7 ENABLED  NAME PASSWORD ACCESS LEVEL
m | sdmir Administrator
= ET User
E Mobile Key % User
Automation Usel
HTTP API Use

User Sounds

eb Server
Web S
Qutput Type | Inverted

Audio Test

savp [
onvif://www.onvif.org/Profile/Streaming
anvif://www.onvif.org/type/Device

onvif://www.onvif.org/hardware/2NHeliosIPVerso-5412280687

In the Config Tool menu - Tools click the Unit enrolment.

Tasks X,

» - y s 3 >

- m L] L+ ]

Private tasks w —

SeuiyDesk  |Unenolment Unitrepiacement  Mowunt  Copycofiowation  Femare  Databaseactions  Diagnostic data
[

Public tasks upgrades collection tool

Tools



https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335145/1/1516366787390/ONVIF.PNG
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335140/1/1516366787434/genetec_search1.png
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This opens dialog Unit enrollment. First, select Onvif as a manufacturer, then click Start discovery and add

your device.

Tasks
Private tasks

Public tasks

Tools

1P address

1027241080

1027241480

1027241480

10.

1027.24.

1027241780

1027241780

1027.251:80

# Manual add._

This opens menu for user name and password. Enter previously created Onvif credentials click to Add.

Tasks
Private tasks

L emes s Diagnostic data
Public tasks collection tool

Tools



https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335141/1/1516366787426/genetec_search2.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335142/1/1516366787418/genetec_search3.png
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Video from 2N IP Intercom

Now you can see the camera of the intercom in Security Desk. You can drag and drop it to the view.

@ Sccurtty Desk 7 Montoring 5 E (% N

¥|[i w 1027.1.229 - Comera - 01

.%o
™ 1027217 -comes-01
» 1022202 Camers-01


https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335137/1/1516366787458/genetec_7.PNG
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Audio from 2N IP Intercom
Choose the Monitoring and this opens the Monitoring menu. indicates that audio from the intercom

is on. - indicates that audio from the Intercom is off. A click on the icon turns it on or off.

Audio to 2N IP Intercom
. indicates that audio to the camera is on. . indicates that audio to the camera is off. A click on the

icon turns it on or off.



https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335123/1/1516366787579/audio_on.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335122/1/1516366787587/audio_off.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335138/1/1516366787451/genetec_8.PNG
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335144/1/1516366787400/mic_on.PNG
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335143/1/1516366787409/mic_off.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335149/25335139/1/1516366787443/genetec_9.png
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Access Logs - Synerqgis
Go to Hardware — Door — Door - Genetec Synergis and fill Synergis Server Address, Username, Password

and click to Save. IP Intercom should be connected to Genetec Synergis.

2N Helios 1P Verso  CZ|EN|DE|FR|IT[ES|RU Logout

Q) Hardware

m Door Lock ~
m Assigned Switch | Switch 1 v
T Switches
. Door Qpen Sensor ~

Audio
E] Assigned Input  None v
E Camera Input Mode | Non Inverted v

Buttons Unauthorised Door Open Detection

Back\ight Door Open Too Long Detection

" Maximum Door Open Time = 60 [s]
Digital Inputs
Extenders REX Button »
Genetec Synergis ~
Enabled |«

Synergis Server Address | 10.27.55.9
Username | admin
Password | sesseses
Connection State CONNECTED

Failure Reason -

Go to menu Directory - Uses and add new user.

(@) Directory 48

|£| o Search

* Name E-mail Accesses

(363

‘ . No Available Table Data
Time Profiles

15 =

Holidays

i QPR


https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335188/1/1516374176008/gen1.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335178/32543624/2/1543233481317/ip1.png
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If you use Bluetooth module or Keypad module you have to set virtual Card ID. This example is for Keypad

module.

ZN® IV Eye Address

Group call to deputy

User Deputy % [a
Time Profiles Access Settings »
Holidays
PIN Code
Ismmr_ 123
Switch 2
Switch 3
Switch 4
Card ID =
Card ID =
I\'mua\ CardID | ABCD1234 I
obile Key @ ~
Auth ID WH x

Pairing State Inactive

Pairing valid until N/A

Genetec Synergis Settings

Before start with setting of Genetec Synergis make sure you have the Synergis server installed and running.
You may need to enable the RIO endpoint as it is off by default. To do so enter in your browser:
https://[Synergis IP]/Features/DuiRIO/Enabled/Set?value=true where [Unit IP] is the IP address of your

Synergis™ unit. Now start Genetec Security Desk and open menu Config Tool.



https://wiki.2n.cz/hip/inte/files/latest/en/25335178/32543625/2/1543233481362/ip2.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335189/1/1516374176013/gen2.png
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In Config Tool open menu Access Control - Roles and units.

P T 2 ¢ %

g = = = L
— e e e s
detection

Privale tasks
= Archivetransfer Acces” ool User management

Public tasks
Configure acess control roles, units, rules,
cardholders, credentials, and related entities and

Tools
seltings.

Options
- =P = ——

bR S @ Cardhaiders and
“ credentioks

L yo—

& Badge ternplates

) féﬁ‘l%l'aﬁlﬂ'tlf‘

System status Actwity tralls Health statistics Hardware Camena Archiverevents  Ahvestorage  Accesscontrol  Access control unt  Cardholder access Door
inventory configuraton desails heskth history. vents nghts troubleshooter ‘configuration

E R R &

Cardroider 1/0 configuration VolIP invertory
configuration eonfiguration

Favorites and recent items

Click on your unit of Access Manager and check in menu RIO registered intercom.

& Config Tool 8§ Access control
® Rolesandunsts % Cardholders and credentiols [ Accmsrdes K Bodge templstes - General setiings B W 5v12-000029339961

badware | Synchronzation  Peripherals  Location

# Acesscontrolunit = X Dokt [B) Uit Web page Unitewoliment @ Unt P Copy configuration ool <> Maintenanc ~ [ Assign to new dooe



https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335190/1/1516374176016/gen3.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335191/1/1516374176018/gen4.png
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Go to menu Area view.

Private tasks : ’ = | . ‘ ﬁ [j | L ’

o Archvetransfer  Accesscontrol  Usermanagement  Map dssigner Network view Intrusion
Public tasks detoction

Tools
Options

About Cargholder

management

]

Audt trails Actty tralls

Favorites and recent items

In the menu Area view create new Door.



https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335192/1/1516374176020/gen5.png
https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335193/1/1516374176022/gen6.png
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Set Entity name, Entity description, click to Next and choose Acces control unit, Interface module and add

your Door.

# Config Tool B Access control

& Config Tool u Access control

o
W 5v32-000C29939981

uie: 8 2N Telekomanikace a: - 2N 1P Verso (2N_JP INTERCOM 54.122¢

o add an entry



https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335194/1/1516374176030/gen7.png
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In menu Hadware of your Door set Door side In, Door side Out, associated Camera and save it.

# Config Tool B Access contr.. E Arcaview
3 ] Door_Verso,_Left

=} -] -
4 ® DESKTOP-DSHRPS6 Identity  Properties | Hardware | Access rules

™ 192.168.50.159 - Camera - 01
W Preferred unit: | @ Synergis appliance -
Preferred interface: Q 2N Telekomunikace a.s. - 2N IP Verso (2N_IP_INTERCOM_54-1046-0979 - 0) ~
N 1P vers
M phone Door side In /"
T Training layout
Reader: ' External 2N_IP_INTERCOM_54-1046-0979 - 0 - Entry Card Reader ~ P

: | = External 2N_IP_INTERCOM_54-1046-0979 - 0 - Monitor
| @ Bxternal 2N_IP_INTERCOM_54-1046-0979 - 0 - REX
Camerz: |® 192.168.50.150 - Camera - 01
o Assocate a comera.
Doar side Out
Reader: | [l External 2N_IP_INTERCOM_54-1046-0979 - 0 - Exit Card Reader ~
exit: | Unassigned
Entry : | Unassigned

Camera: 4 Associate a camera.
[ p—

Door | (& Exteral 2N_IP_INTERCOM_54-1046-0979 - 0 - Lock
Door sensor: | Unassigned

4 Ada connection_.

“ »

= Addanentty 2 Delete W) Copy configurationtool €% Maintenance v

In menu Access Rules add your rule.

+ addanentty X Delete configurabon tool €% Maintenance =

]

Unlock schedules

-
Hardware

Access nes.

=re

“ Cancel -/ Apply
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Go to menu Cardholder management in Config Tool.

Audt trails actiy trails Health history  Haaith statistics

&

Archive storage:
detals

Favorites and recent items

These steps are for Card Reader module. Click on Create new cardholder, set First name, Last name and

add a credential - Automatic entry.

ol F Areaview % Cardholder.

License piata

Recuest card


https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335198/1/1516374196335/gen11.png
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For Automatic entry set Access point (your Door) and swipe of user. Now you can save the settings.



https://wiki.2n.cz/hip/inte/files/latest/en/25335178/25335200/1/1516374196341/gen13.png
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These steps are tied with configuration virtual card ID in the beginning of this chapter. This step is only
needed if there is other than RFID access control (Bluetooth, Fingerprint of keypad). Click on Create new

cardholder or edit existing, set First name, Last name and add a credential - Manual entry.

& ConfigTool Y F wsavew % Cardhoider

Set Card format to CSN and Card number same as for created user in intercom and save the settings.

@ Cardholder actaibes [l Audt trais.
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In menu Monitoring in Security Desk set Event monitoring. Add new Event Monitoring and choose your

[7 8 Door_verso_eft
19.1.2018 16:01:45
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Manual Installation - Surface module mounting
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Configuration

Configure 2N® |P Verso using your PC with any internet browser:
e Launch your internet browser (Internet Explorer, Firefox, etc.).
e Enter the IP address of your intercom (e.g. http://192.168.1.100/).

e Log in using the username Admin and password 2n.

You have to know your intercom IP address to log in to the integrated web server. Upon purchase, 2N® [P
Verso is set to the dynamic IP address mode — it retrieves the IP address automatically if there is a properly
configured DHCP server in the LAN. If no DHCP is available, operate 2N® [P Verso in the static IP address

mode. Refer to the Configuration Manual for the 2N® |P Verso configuration details.

I[P Address Retrieval

You can use utility called 2N® [P Scanner which can be downloaded here.

152968 1.100 . 22254

l | 1262010 . 2142234
1926850 2150243
1921685022 2142204
1921685013 2
19216850162

192 168 50 202
152 168 50 205
19216250228

Alternatively, take the following steps to retrieve the 2N® [P Verso IP address:

e Connect (or, if connected, disconnect and reconnect) 2N® IP Verso to the power supply.

[T

e Wait for the second sound signal I
e Press the quick dial button on the main unit 5 times.
e 2N® |P Verso will read its IP address.

e [fthe address is 0.0.0.0, it means that the intercom has not obtained the IP address from the DHCP
server.


http://192.168.1.100/
https://www.2n.cz/en_GB/products/2n-network-scanner
https://wiki.2n.cz/hipve/inst/files/latest/en/29340587/29340583/1/1534488742431/static1.png
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Boot 30 second
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Note: Be sure to press the button sequence within thirty seconds after the sound signal for security reasons.

Up to 2 s intervals are allowed between the presses.

Dynamic/Static IP Address Switching
If your device remains inaccessible (you have forgotten the IP address, the network configuration has

changed, etc.), you can change the network configuration using the device buttons.

Take the following steps to switch the dynamic and static [P address mode in
2N® [P Verso:

e Connect (or, if connected, disconnect and reconnect) 2N® IP Verso to the power supply.

[T

e Wait for the first sound signal r

e Press the quick dial button on the main unit 15 times.
e Switching is signalled with the sound signal EFUEF
e Wait until the device is restarted automatically.

e Upon restart, the static IP address mode will be switched to the dynamic IP address mode and vice

versa.


https://wiki.2n.cz/hipve/inst/files/latest/en/29340587/29340586/1/1534488742368/verso+5x.png
https://wiki.2n.cz/hipve/inst/files/latest/en/29340587/29340583/1/1534488742431/static1.png
https://wiki.2n.cz/hipve/inst/files/latest/en/29340587/29340584/1/1534488742423/static2.png
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The following network parameters will be set after the static IP address mode is switched on and the device

is restarted:
e [P address: 192.168.1.100
e Network mask: 255.255.255.0
o Default gateway: 192.168.1.1

Note: Be sure to press the button sequence within thirty seconds after the sound signal for security reasons.

Up to 2 s intervals are allowed between the presses.


https://wiki.2n.cz/hipve/inst/files/latest/en/29340587/29340585/1/1534488742413/verso+15x.png

